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Category: 
network 

 

Name: 
Data Breach 

 

Message: 

analyze the pcap file and find the flag. 

 

Instructions: 

Open the pcap file in wireshark and inspect the summary. As shown below, you can see that a large 

amount of POST communication to join.php and 302 responses, and access to thanks.html are 

occurring. 
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Also, if you look at other request, you'll see that it sends a payload with signs of time-based 
SQL injection. 

 

From here, we will create a script using scapy to analyze the packet. First, extract only the 
POST request timestamp and sent data. If there are more than 5 seconds between 
requests, it can be determined that the SQL subquery which is right before is TRUE. If the 
subquery is FALSE, it is not responding to sleep. 

 

Create a script to extract requests that take more than 5 seconds from request to response. 
The script and execution results are as follows. 
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If you parse the contents of the request and output only the necessary data, you can check 
the FLAG as shown below. 

 
 
 


